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Miniaturization and cost reduction
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(4) Smart Things




Rapid and agile IT
infrastructures with
the capability to
“discover” adjacent
networl systems and
plug-n-play enable
quicker, more
dynamic responses..

Real time
collaboration using
integrated voice, video
and data capabilities
enabled by
performance and QoS
IMprovements.

pox] 225

Dynamic formation
of COIs supported by
improved
multicasting.

IPv6
Enabled
Battlefield
of the Future

]

Ubiquitous, robust and

scalable end-to-end networks
enable integrated operations.

Increased OPTEMPO
supported by rapid
reorganizational
capabilities, shared
situational awareness and
improved wireless and
mobility support. Support
for communications on the
move.

Proliferation of IP-
addressed sensors,
munitions, logistics
tracking, applications,
...will enhance
situational assessments
and information
availability.

End-to-end
SECUrity,
authentication
and non-
repudiation will
enable new [A
strategies that
SUPPOLT mission
assurance.
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Massive open online course
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NET+

Internet2 NET+ Services: Four phases

Trial phase for Member CIOs as Capped number of Full availability to target
development from steering committee. participating community. Contracts
concept to early Proof of concept, institutions. Business  signed and service level
service. Limited tuning of service, model finalized. agreements in place.
expectation of and development of Master contract

production pilot from  business model. developed.

“as is” state
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Technology and standard

: Short reach ; Long reach . Short reach
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Silicon photonics (1)

Compass EOS (The chip-to-chip direct silicon-to-photonics solution ) for testing
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Silicon photonics (2)

To PassCOM 2

To PassCOM 1
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Control Program A J,l Control Program B J

Network OS

“If header = p, send to port 4™

“If header = q, overwrite header with r,
add header 5, and send to ports 5,6”

“If header = 7, send to me”

Packet
Forwarding

Packet

Packet
Forwarding

Forwarding
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Edward 20-year-old American Edward Snowden, a contract employee at the -

Mational Security Agency, is the whistleblower behind significant
SnOWden revelations that surfaced in June 2013 aboutthe US government's top
secret, extensive domestic surveillance programmes. Snowden flew to
Hong Kong from Hawaii in May 2013, and supplied confidential US
government documents to media outlets including the Guardian. ee and
@ MNEWS » CHINA be Seel I
. . ' .
EXCLUSIVE: NSA targeted China's Tsinghua

University in extensive hacking attacks, says
Snowden

Tsinghua University, widely regarded as the mainland’s top education and research institute,
was the target of extensive hacking by US spies this year
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Apple iPhones, Android and even BlackBerry smartphones

all compromised by NSA

By Graeme Burton

Follow Graeme on Twitter

The US Mational Security Agency (NSA) has acquired the power to tap 3G
and 4G smartphones - not anly Apple iPhones and Android devices, but
also supposedly secure BlackBerrys.

The revelation is the latestin a series of leaks orchestrated by
whistleblower Edward Snowden and journalist Glenn Greenwald.

The news that even BlackBerry devices are vulnerable to security service
tapping will be particularly damaging to the company as security is one of
BlackBerry's key selling points.

The latest NSA leaks were published in German newspaper Der Spiegel
as The Guardian newspaper in the UK is rumoured to have been gagged
by "D-Motices” issued by the government.

tate that it is possible for the MSA to tap most sensitive

(= Print

Send [B Share

Newsletters

Sign up for our FREE
newsletters:

* Daily update

» Weekly update

Sign up

Latest stories from Security

E-zkills and Cyber
Security Challenge bid
to make cyber
security appealing to
students

> [ETF to censider "Prism-proof
security architectures for the web

> How can you attract talent to the
cyber security profession?

» MSA has 'circumvented or
cracked' internet encryption
exposing banking systems,
medical records and more
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It's an attack

. The actions of NSA and their partners (nation-
state and corporate) are a multi-faceted form of
attack, or are indistinguishable from that.

- We don't think they are unique, others are likely to be
doing the same or will

. The scale arguably makes this an example of a

new pervasive monitoring threat model that is

neither purely passive nor a classic Man-in-the-

Middle and that we have not normally considered

. A purely technical response will not counter this
attack



There are things we can do

. There are technical things we can do that might

significantly affect the cost of pervasive monitoring and
that might improve security and privacy

. Some of those are short-term “point” changes, others less

so and may take time to be agreed, mature and get
deployed

if we're serious about tackling the problem, some may
affect long-held positions, deployments or business
models

— confidentiality vs packet inspection

-~ nymity vs authentication/law enforcement/advertising



So let's do them

. Thereis atime element to some of this — it could

be that we can get some changes made or
started more easily while the news is fresh

. Equally, being seen not to act in this situation
could inflict more damage

. We should do and be seen to be doing as much
as we can to counter this attack, and now is the
time — publicity counts and NSA haven't just
crossed a line, they've moved it



H (Open)

s LT (Open protocol)

o JFIBHISLEL (Open
implementation) ﬂz

« TR % (Open system)

Open Process
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Open Internet I
Keywords

Different Players
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How Po Open

Standards Play a
Role
Browsing The Web
sozm IEEE TCP/WP IETF
URI IETF BGP IETF
NAT No Standard |HTTP IETF
css W3C PNG IETF
HTML W3C/IS0 |MPEG ISO/IEC
XML W3C  |ADSL Imu-T

Interoperapility /
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OpenStack

Openstack Dashboard

Compute

Your Applications

Metwiorking

OpenStack Shared Services

Standard Hardware

Storage
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GNA — artist's impression
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How the customer explained it

How the Project Leader
understood it

How the Analyst designed it

How the Programmer wrofe it

How the Business Consultant
described it

How the project was
documented

What operations installed

How the customer was billed

How it was supported

What the customer really
needed
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* Principles such as simplicity and
modularity are the stuff of software
engineering
» Decentralisation and tolerance are the life

and breath of Internet

- Tim Berners-Lee
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Stay hungry, Stay foolish




WVIEWS OF THE FUTURE

A Cloudy Crystal Ball
Visions of the Future
David D. Clark

M.L.T. Laboratory for Computer Scienc

IETF, July 1992

Alternate title: Apocalypse Now

T ]

VIEWS OF THE FUTURE

The last force on us -- us

The standards elephant of yesterday - OSI.

The standards elephant of today -- it's right here.

As the Internet and its community grows, how do we
manage the process of change and growth?

» Open process -- let all voices be heard.

» Closed process -- make progress.

» Quick process -- keep up with reality.

» Slow process -- leave time to think.

« Market driven process - the future is commercial.
« Scaling driven process -- the future is the Internet.

We reject: kings, presidents and voting.
We believe in: rough consensus and running code.
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